Logs

Range: All

Type: Behavior Monitoring -

Date/Time «

06/10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06M10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06M10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06M10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06M10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06M10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10/2025 (Mon) 14:51
06/10i2025 (Mon) 14:51
06/10/2025 (Mon) 14:51

06/10/2025 (Mon) 14:51

Violation

Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption

Unauthorized File Encryption

Program

CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec exe
CiWindows\System32imsiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32\msiexec.exe
CAWindows\System32imsiexec exe
CiWindows\System32imsiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CiWindows\System32imsiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32\msiexec.exe
CAWindows\System32imsiexec exe
CiWindows\System32imsiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
Cwindows\System32\msiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32\msiexec.exe
CAWindows\System32imsiexec exe
CiWindows\System32imsiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32\msiexec.exe
CiWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32\msiexec.exe

CAWindows\System32imsiexec exe

Event

File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System

Risk
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

Target

C:\Program FilesiLibreOffice\share\gallery\soundsitop. wav

C:\Program Files\LibreOffice\share\galler\sounds\sparcle wav

C:\Program Files\LibreOfficeishare\gallery\sounds\space wav

C:\Program FilesiLibreOffice\share\gallery\soundsiroll. wav

C\Program Files\LibreOfficelshare\gallery\soundsi\nature 2. wav

C:\Program Files\LibreOffice\share\gallenisoundsliaser.wav

C:\Program Files\LibreOffice\share\galler\soundsihorse wav

C:\Program Files\LibreOfficeishare\gallery\sounds\falling.wav

C:\Program FilesiLibreOfficelshare\gallery\soundsicurve wav

C\Program Files\LibreOfficelshare\gallery\sounds\beam.wav

C:\Program Files\LibreOfficeishare\extensions\dict-Micon.png

C:\Program FilesiLibreOffice\share\ScriptsipythoniLibreLogoliconslsc_navigationbarleftpng
C\Program Files\LibreOfficelshare\Scripts\python\LibreLogolicons\sc_arrowshapes.up-armow.png
C:\Program Files\LibreOffice\share\Scriptsipython\LibreLogolicons\sc_arrowshapes.circular-arrow.png
C:\Program Files\LibreOffice\share\Scripts\pythoniLibreLogolicons\ic_navigationbarleft. png
C:\Program Files\LibreOffice\share\ScriptsipythoniLibreLogoliconslic_arrowshapes.up-arrow.png
C:\Program FilesiLibreOffice\share\ScriptsipythoniLibreLogoliconslic_arrowshapes circular-leftarrow.png
C\Program Files\LibreOfficelshare'tipoftheday\tipoftheday_c.png

C:\Program Files\LibreOffice\share\configiwizardweb\buttonsiround-white.zip

C:\Program FilesiLibreOffice\helpthelp.htmil

C\Program Files\LibreOfficelhelp\mediathelpimg'warning.png

C:\Program Files\LibreOfficethelpimedia\helpimgitip.png

C:\Program Files\LibreOfficethelp\mediathelpimgiswh00178. png

C:\Program Files\LibreOfficeihelp\mediaihelpimg\swh000568.png

C:\Program FilesiLibreOfficethelpimediaihelpimglsw_signatureline02.png

C\Program Files\LibreOfficethelp\mediathelpimg\starmath\ar_right.png

C:\Program Files\LibreOfficethelpimedia\helpimg\smzb7.png

C:\Program FilesiLibreOfficethelpimediaihelpimglsmzbd.png

C\Program Files\LibreOfficelhelp\mediathelpimgismzb10.png

C:\Program Files\LibreOfficethelp\imedia\helpimg\si_presentation_with_commentpng

C:\Program Files\LibreOfficethelp\mediathelpimg\sd_PresenterConsole04 png

Infection Channel

Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive

Local or network drive

Operation
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename

Rename
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Action
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
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Terminated
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Terminated
Terminated
Terminated
Terminated
Terminated
Terminated
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061072025 (Mon) 14:51
06M0/2025 (Mon) 14:51
06M10/2025 (Mon) 14.51
061012025 (Mon) 14:51
06M0/2025 (Mon) 14:51
061072025 (Mon) 14:51
061012025 (Mon) 14:51
06M0/2025 (Mon) 14:51
061072025 (Mon) 14:51
06102025 (Mon) 14:50
06M10/2025 (Mon) 14:50
061072025 (Mon) 1450
06102025 (Mon) 14:50
06M10/2025 (Mon) 14:50
061072025 (Mon) 14:50
06102025 (Mon) 14:50
08M10/2025 (Mon) 14.50
06102025 (Mon) 14:50

06102025 (Mon) 14:50

Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption
Unauthorized File Encryption

Unauthorized File Encryption

CAWindows\System32imsiexec.exe
C\Windows\System3a2imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exs
C\Windows\System32\imsiexec.exe
CAWindows\System32imsiexec exe
CAWindows\System32imsiexec.exs
C\Windows\System32\imsiexec.exe
C\Windows\System32imsiexec.exe
Cwindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
Cwindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exe
C\Windows\System3a2imsiexec.exe
CAWindows\System32imsiexec.exe
CAWindows\System32imsiexec.exs

CiWindows\System32imsiexec.exe

File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System

File System

High
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High
High
High
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High
High
High
High
High
High
High
High
High
High
High
High

C:\Program Files\LibreOfficethelpimediathelpimgi\sd_PresenterConsole01.png
C:\Program Files\LibreOffice\help\medialhelpimgls c_PivotChartButtons.png
C:\Program Files\LibreOffice\helpimediathelpimgiright.png

C:\Program Files\LibreOfficethelpimediathelpimginote_small.png
C:\Program Files\LibreOffice\helpimedialhelpimg\movedata.png
C:\Program Filesi\LibreOffice\helpimediathelpimallinkdata.png

C:\Program Files\LibreOfficethelpimediathelpimgikombi1.png

C:\Program Files\LibreOffice\helpimedialhelpimgihand01.png

C:\Program Files\LibreOfficethelp\mediathelpimg\formschn.png
C:\Pragram Files\LibreOffice\help\media\helpimgifeldbrei.png

C:\Program Files\LibreOffice\help\mediathelpima\dircursright.png
C:\Program Files\LibreOffice\help\mediathelpimg\diatrans.png

C:\Pragram Files\LibreOffice\helpimedia\helpimgicalcein.png

C:\Program Filesi\LibreOffice\help\mediathelpimg\border_wr_7.png
C:\Program Files\LibreOfficethelpimediathelpimgiborder_wr_4.png
C:\Program Files\LibreOffice\help\media\helpimg\border_wr_1.png
C:\Program Files\LibreOffice\helpimediathelpimgiborder_ca_9.png
C:\Program Files\LibreOfficethelpimediathelpimgiborder_ca_6.png

Cr\Program Files\LibreOffice\help\medialhelpimgiborder_ca_3.png

Local or network drive
Local or netwaork drive
Local or network drive
Local or network drive
Local or netwaork drive
Local or network drive
Local or network drive
Local or netwaork drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
Local or network drive
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Local or netwaork drive
Local or network drive
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Local or network drive

Rename
Rename
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Rename
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